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Outline

Humans v. Machines?
Mining tables and text for valuable information
— Application areas at Elder Research
— Ex: IRS Fraud detection
Example Government text mining projects
— Risk Profiling for NSA
— Prioritizing CBP searches
— Quick decisions for SSA disability
— Document discovery for NGIC
— Disease discovery for NCMI

e Factors for data/text mining project success
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“Of course machines can
think. After all, humans
are just machines made of

meat.”
- MIT CS professor

Our view:

Human and computer

. strengths are more
They already do, say scientists. | .
So what (if anything) is special | complementary than alike.

about the human mind?
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Data Mining and the Hype Cycle

Visibility

A

Semantic Web
Audio Mining

Video Mining
Autonomous
Systems

Swarm Intelligence

[Information
Extraction

Key: Time to Plateau

O Less than two years
O Two to five years
@® Fiveto 10 years
A More than 10 years

Mathematical

. Data Mining
Programming

Neural Nets

Personalization
(General)

Automated Text Categorization
Genetic Algorithms
Three-Dimensional Visualization
Artificial Intelligence

Intelligent Agents
As of May 2003

Technology
Trigger
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Peak of Inflated
Expectations

Plateau of
Productivity

Trough of
Disillusionment

Maturity

Slope of
Enlightenment

Source: Gartner Group




Selected ERI Clients

Text Mining
Social Security Administration
National Ctr. for Medical Intelligence
US Customs and Border Protection
National Ground Intelligence Center
Digital Reasoning Systems
US Dept. Education, NIDRR
Northrup Grumman
Ctr. for Navy SEAL Operations
US Army Tank Automotive RDEC

CRM & Cross-Selling

e Hewlett Packard
AAA Michigan
Woodworker’s Supply
Subscription Partners
HSBC

Entity Extraction & Link Analysis
* Department of Defense
e Army Labs

Data Mining Technology
e Lucent

Training & Courses

e Dozens of Corporations, Government
Agencies, Non-Profits, Universities, and
Professional Associations
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Investment

Westwind Foundation
Oppenheimer Funds
CPTR

Vantage Consulting Group
Two Rivers Capital Mgmt.
N. de Rothschild Holdings
SAC Capital Advisors
R-Squared Trading, LLC
Energy Service Providers

Behavioral & Web Analytics
e PDI Solutions

e 3eDC

e Richmond Police Dept.

Collaborative Filtering
e FindMoreFives.com (Netflix)

Data Warehousing & Business Intelligence
e Darden Solutions

e Albemarle County

e Georgetown University

Image Recognition
e Anheuser-Busch

Optimization & Simulation
e Peregrine Systems
Westwind Foundation
NuTech Solutions
Finch Asset Mgmt. (Bermuda)
Commonwealth Comp. Research

Biometric & Pharmaceutical
AstraZeneca

Pharmacia & UpJohn
SmithKline Beecham Pharm.
Rio Grande Medical Technology
Epsilon Group

Lumidigm

Dekalb Genetics

VeriLight

Tool Evaluations

e Defense Finance & Accounting Service
e Fair [saac

e Electronic Warfare Assoc.

Reliability

o [Lockheed Martin

Credit Scoring

e C(Capital One

e Dealer Services

e Grupo Ficohsa (Honduras)
e Dollar Financial Group

Fraud Detection
e Internal Revenue Service
Defense Finance & Accounting Service
Federal Data Corporation
Mantas
Hewlett Packard




Example: Government, Financial Enforcement,
Large-Scale Production System, Strong Success

ERI Support to IRS Office of Refund Crimes

e ERI served as technical lead on a multi-year program to improve the
detection of refund fraud in individual tax returns

— Objective was to prioritize returns based on likelihood of fraud in
order to optimize scarce resources (i.€., investigative analysts)

e Data mining system far out-performed existing methods
— Found orders of magnitude more fraud than previous approach

— Reduced workload with increased reliability, allowing analysts to
focus on most promising and challenging cases

— Improved refund time for honest filers because fewer “good”
returns were held for initial review

e Resulting system was rolled-out nationwide ahead of schedule and
with no adverse impact on existing workflow processes
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ERI Support to US Customs & Border Protection
Targeting & Analysis Systems Program Office

Detecting unusual patterns of activity in land border
crossings to 1dentify criminal activity

Mining free-form text to accurately identify commodities
In sea-going transport

— Mapping free-form text descriptions to established
CBP codes which are used to identify unusual patterns
of behavior
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Social Security Administration

President inquired why the SSA can’t more quickly
approve applicants with severe diseases

Process can take up to 2 years
Applicants need to be poor and unable to work (anywhere)
Half of appealed applications are overturned

— 5 layers of appeal

— applicants actively worsening

Commissioner Barnhart promised that SSA would use 215
century technology for Quick Approval of a sure subset
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Text Mining Challenges

Multi-Word Phrases (Concepts or Lemmas)
Stemming (ex: Learn = Learning, Learned, Learns...)
Synonyms (ex: ALS = Lou Gherig’s Disease)
Misspellings

Ex: 51 phrases found (by SPSS Clementine) for “Learning Disability”

learning disablitiy, learning deisability, learning disablity, learining disabilities, learning disabiality,
learningdisabilty, learning disabiilty, learning disabilitty, learning disabilty, learning disablety, learning
disabilitiy, learnoing disability, learning disabilties, learning disabiltiy, learning dsblty, learning
disibility, learnings disabilty, learningdisability, larning disabilities, learning disabilitiies, learning
disabilitties, learning disibilities, learning diasability, learning dasability, learnning disability, learning
disabilities, lerning disability, learning disabilites, learneing disability, learninig disability, learning
disaiblities, leraning disability, learning disaiblity, learnings disability, learning disabilitys, learning
disabillity, learnings disabilities, learning diasbility, learning disabiliites, learning dsiability, learning
disabliity, learning disibilty, learning disbilities, learning disbality, learning disbility, learning disabilit,
learningdisabilities, learningi disability, lerniung disabilities, learning disabliities, learning disaability,
learning disablities
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Technology Approach at SSA:
Bag of Words / Density-based Classification

fractured R
mesothelioma

Class A Class B

collision 7'
ankle -
pancreatic cancer

P(CIX) 1s the probability of case X being in class C.
Assign the class -- considering P and the costs of
misclassifications -- that leads to the minimum cost decision.
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Inductive Modeling Approach:
Label cases for training (using analysts)

X Altova XMLSpy - [Collocation Example.xml *]

apr . 1861 was attacked by a mob . a disastrous fire in 1904 destroyed almost the entire downtown 4|
but enabled the emergence of a better planned city.Bin world wars i and ii baltimore was an

important shipbuilding and supply-shipping center. during the 1960s and 70s however baltimore -
decayed rapidly losing population and commerce largely to neighboring suburbs . <Collocation=

urban redevelopment</Collocation= in the late 1970s and 1980s included the construction of <
Collocation=harborplace shops</Collocation> and restaurants in the <Collocation=inner harbor area
</Collocation= the <Collocation=national aguarium</Collocation= shopping pavilions hotels a </
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<Snippet=<Collocation=to abstract mathematics</Collocation> the teaching of mathematics and <
Collocation=mathematical physics</Collocation= . from 1934 on he developed the concept of a
lattice a <Collocation=generalized algebra</Collocation> with two operators and showed how a
number of subjects e.g. <Collocation=boolean algebra</Collocation> <Caollocation=projective
geometry</Collocation> and <Collocation=affine geometry</Collocation> could be treated as
special types of lattices . his text a <Collocation=survey of modern algebra</Collocation= with <
Collocation=saunders maclane</Collocation= 1941 became a standard undergraduate his <
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Build Statistical Model from Labeled Data

B Microsoft Excel - bigram.xls -10| x|
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Apply Model to New Data

(Ahmed Omar) (Saeed Sheikh) Known as "Shetkh Omar", (Ahmed Omar) (Saeed Sheikh)  1s a (British citizen) of Pakistani descent, with
links to varnious Islamic-based (terrorist organisations), mcluding Al-Qaeda and Harkat-ul-IMujahudeen. He has been mentioned i many
conspiracy theonies linking him with the CIA and the IST, Pakistan's mtelligence agency, for whom he was allegedly an informer. Many of the
sensationalist and maccurate reports - the basis for the conspiracy theonies involving him - arose in the confusion of the early weeks after the

9/11 attacks , when mvestigators did not have a clear picture = of the plot, and followed a great many leads that later turned out to be  dead
ends . As of 2005 the suspicion that Sheikh (played a part) in the funding of the  9/11 attacks has been fading. However, as the factual
support for his involvement has crumbled, conspiracy theories about him have thrived. Much of what follows is perhaps best seen in that
context. In his youth he attended Forest School Snaresbrook, a public school in  North-East London |, whose alumni include England
cricket captain Nasser Hussam He also attended the prestigious London School of Economics. The Tines  describes Saeed Sheikh as "no
ordinary terronst but a man who has connections that reach high into Pakistan's (military and  inteligence) elite and mto the mnermost circles
of Osama Bin Laden and the (al-Qaeda organization)." According to ABC, Sheikh began working for the ISTin 1993 By 1994 he was
operating (terrorist traming camps) m Afghanistan and had earned the title of (bin Laden's) "special son." At the time, the Taliban were
beginning to dominate Afghanistan, much due to support recetved from the IST. In (MMay 2002), the iWashington Post quotes an unnamed
Pakistani as saying that the IST paid Sheikh's legal fees during his 1994 tnial in India on charges of kidnap. However, this claim has not been
confirmed by any other source. An unnamed senior-level ULS. gowemment (source told) CNIN in (October of 2001) that (U.S. investigators
had dicovereed) that someone using the alias Mustafa (Muhammad Ahmad) possibly  (Ahmed Omar) (Saeed Sheikh) | allegedly a
long-time IST informer, had sent about $100,000 from the United Arab Emirates to Mohammed Atta, the suspected hijack ringleader of the

september 11, 2001 attacks . "Investigators said Atta then distributed the funds to conspirators in Florida in the weeks before the deadliest
(acts of terrorism) on U.S. soil that destroyed the MWotld Trade Center, (heavily damaged) the Pentagon and (left thousands) dead. In
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Collocation & Association Networks
(National Ground Intelligence Center)

encdometrial cancer

adjuvant chemothelovarian cancer 225st cancer

tumors
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cancers colorectal cancer

malignant
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lung cancer adenocarcinoma
progression

bladder cancer prostate cancer

advanced prostate
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hodgkin lymphome
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Improving Search with Collocation and Association
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In the News
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Monitoring the Web for Infectious Animal Diseases
(National Center for Medical Intelligence)
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Exploring Web ot Retferences
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1sualize Document Similarity (ERI Tool)
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Prioritize Documents for Analyst Attention
through Discovered Clusters

Elder Research, Inc. Those close to document of interest
Data Miging & Pattern Discovery . .
- are likely worth exploring




Necessary Ingredients
for Data/Text Mining Project Success

Gain Expected: either:
— Leverageable - an incremental improvement will matter, or
— “Low-hanging fruit” - nobody’s yet dared attack the problem

Interdisciplinary Team: experts needed in business area,
statistics, algorithms, and databases

Data Vigilance: capture and maintain the accumulating
information stream

e Time: learning occurs over multiple cycles

e Business Champion is essential
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How to Manage Data/Text Mining Projects

e Assess data assets (what treasure could be hidden in our sludge?)
— Data caretaker must be on board
Identify pain points in current production process
— What improvements would have the biggest impact?
Brainstorm ideal process
— External expertise extremely efficient here
Conduct a pilot project. Simultaneously:
— “Hit a single”: automate key task, create dashboard, or graphic
— “Swing for fences”: attack core weakness
Have key staff work closely with analytic experts
— Transfer technology
— Internalize essential steps

Prove ROI. Make allies and decision-makers look good
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John F. Elder 1v
Chief Scientist, Elder Research, Inc.

DR. JOHN ELDER HEADS A DATA MINING CONSULTING TEAM WITH
OFFICES IN CHARLOTTESVILLE, VIRGINIA AND WASHINGTON DC
(WWW.DATAMININGLAB.COM). FOUNDED IN 1995, ELDER
RESEARCH, INC. FOCUSES ON INVESTMENT, COMMERCIAL AND
SECURITY APPLICATIONS OF ADVANCED ANALYTICS, INCLUDING
TEXT MINING, STOCK SELECTION, IMAGE RECOGNITION, PROCESS
OPTIMIZATION, CROSS-SELLING, BIOMETRICS, DRUG EFFICACY,
CREDIT SCORING, MARKET TIMING, AND FRAUD DETECTION.

JOHN OBTAINED A BS AND MEE IN ELECTRICAL ENGINEERING FROM RICE UNIVERSITY, AND A
PHD IN SYSTEMS ENGINEERING FROM THE UNIVERSITY OF VIRGINIA, WHERE HE’'S AN ADJUNCT
PROFESSOR TEACHING OPTIMIZATION OR DATA MINING. PRIOR TO 14 YEARS AT ERI, HE SPENT
5 YEARS IN AEROSPACE DEFENSE CONSULTING, 4 HEADING RESEARCH AT AN INVESTMENT
MANAGEMENT FIRM, AND 2 IN RICE'S COMPUTATIONAL & APPLIED MATHEMATICS DEPARTMENT.

DR. ELDER HAS AUTHORED INNOVATIVE DATA MINING TOOLS, IS A FREQUENT KEYNOTE
SPEAKER, AND WAS CO-CHAIR OF THE 2009 KNOWLEDGE DISCOVERY AND DATA MINING
CONFERENCE, IN PARIS. JOHN’'S COURSES ON ANALYSIS TECHNIQUES -~ TAUGHT AT DOZENS OF
UNIVERSITIES, COMPANIES, AND GOVERNMENT LABS -~ ARE NOTED FOR THEIR CLARITY AND
EFFECTIVENESS. DR. ELDER WAS HONORED TO SERVE FOR 5 YEARS ON A PANEL APPOINTED
BY THE PRESIDENT TO GUIDE TECHNOLOGY FOR NATIONAL SECURITY. HIS BOOK ON

PRACTICAL DATA MINING, WITH BOB NISBET AND GARY MINER, APPEARED IN MAY 2009.
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